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Who am I?
 CTO at Cryptography Research

 Security research & engineering firm
 Focused on hard real-world cryptography and hardware 

security problems
 In 2011, >5 billion devices shipped with our technologies
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Examples of designs & technologies
 DPA countermeasures technology & patents

 >5B devices: smart cards, ID chips, DRM systems, firmware 
loaders…

 CryptoFirewall™: Tamper-resistant hardware core
 Used to stop product counterfeiting, pay TV piracy

 BD+: Renewable security for optical disc formats
 Part of the Blu-ray disc format  [tech. sold to Macrovision]

 SSL3/TLS: Secure web browser connection protocol
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A History of Authentication
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Command authorizations
 Egyptian signet ring

 Used by pharaohs & officials
 ~500BC

 Mark of the fisherman
 Individualized for each pope
 On death, Cardinal 

Carmerlengo to locate ring & 
destroy seal

 Earliest note in 1265

Images courtesy British Museum, flikr:favoritethings
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Command authorizations

US nuclear “football”
(also: UK Letters of Last Resort)

Starfleet auto-destruct
procedure
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Identification papers
The Roman citizen was required to register the birth of his 
children within thirty days before a Roman official, and he 
received a wooden diptych recording the declaration, 
which acted as a certificate of citizenship for the child
for the rest of his life. 

Like the military diplomata this contained the names of seven 
witnesses, and provided a presumptive proof of citizen status. 
…complete validation of a claim [required confirmation against] 
the official archive

Sherwin-White, The Roman Citizenship, 316.

Image courtesy Princeton University
US CAC

Roman diptych
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Symmetric ciphers (1900’s)

Standard cipher, secret key.

…but Enigma broken due to:
 Operational weaknesses

 Operator session key re-use

 Bad keylength (brute force)
 British 3-rotor bombe
 US 4-rotor bombe

 Cryptanalysis
 Bletchley park enlisted crossword 

puzzle experts
WW2 Enigma machine
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Asymmetric crypto (1970’s)

Public key crypto simplifies 
key management and 
enables digital signatures.

 Diffie-Hellman key exchange 
(1976)

 RSA algorithm (1977)
 Elliptic curve cryptography

Stanford News Service
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Authentication properties

 Authenticity
 Integrity
 Availability
 Non-repudiation
 Confidentiality
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Tamper Resistance
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 Security chips must protect their secret keys

Tamper resistance

K

f()inputs outputs

Chip computes with key K, but
bad guys must never extract K

• Payments
• Identity
• Anti-counterfeiting
• Anti-piracy
• Communications
• (and more)

 Critical building block for 
many applications
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Brute force attacks

DES Keysearch Machine, 1998
(Cryptography Research, AWT, EFF)
Tests 90+ billion keys per second, 
exhaustively searches 56-bit DES 
keyspace in 9 days.

US Navy Bombe, 1943
Contains 16 four-rotor Enigma 
equivalents to perform 
exhaustive key search.
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Side channel attacks
 Simple EM attack with a radio
 Usable signals even at 10 feet away 

Devices Antennas

far field

near field

Receiver
($350)

Digitizer,
GNU Radio
peripheral
($1000)

Signal Processing
(demodulation, filtering)

DPAWSTM side-channel
analysis software
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 Focus on Mpdp mod p calculation (Mqdq mod q similar) 

For each bit i of secret dp
perform “Square”
if (bit i == 1) 

perform “Multiply”
endif

endfor

SM S  S S S S S S SM S SM SM S S S SM SM S  S S S S S S S S

Side channel attacks
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Side channel defenses
 Defenses

 Certifications / Requirements
 Common Criteria
 CAC, E-Passport, HSPD-12
 FIPS 140-3 draft

 Obfuscation
 Leak Reduction
 Balanced HW / SW

 Amplitude & Temporal Noise
 Incorporating Randomness
 Protocol Level CM

Use of these countermeasures requires a license from Cryptography Research and is protected under US patents 6,278,783, 6,298,442, 
6,304,658, 6,327,661, 6,510,518, 6,539,092, 6,654,884 and other patents issued and pending in the US and worldwide.
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Inducing defective computations
 Electrical glitch
 Temperature
 Laser light
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Invasive extraction of secrets
 Extract keys, algorithms
 Optical microscopes, focused ion beam
 Algorithm reconstruction via imaging attack

Reconstructed standard cells from optical microscope image

FEI V400ACE Focused Ion Beam
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If an adversary recovers an identity 
device…
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Study device state
 Recover user state

 Make gelatin finger from print
 PIN button residue

 “Freeze” digital state
 Low power mode
 DRAM and cold spray

Lest We Remember: Cold Boot Attacks on Encryption Keys, J. Alex Halderman Et Al, 2008 USENIX Security Symposium
Impact of artificial “gummy” fingers on fingerprint systems, Matsumoto Et Al, Optical Security and Counterfeit Deterrence Techniques IV
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Monitor a session
 Observation techniques

 RF measurements
 Log I/O
 Watch pin pad

 Go where sessions happen
 E-commerce point

 Force a session
 Generate crypto event 
 Force re-authentication
 Send email to user

Bus analyzer

Antenna & radio receiver
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Extract info from unsuspecting user

Fake authentication station I/O relay to credential

Fake ATM
Riveria Hotel, Las Vegas

2009 

Practical relay attack on contactless technologies by using NFC mobile phones, IACR eprint 618, 2011

Contactless passport relay
with mobile phone

2011
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How do I use my Trust Anchor?
or…
Do Command & Control Approaches Still Work?
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Ad-hoc resource sharing
 Decentralized access control decisions
 Cross-agency collaboration
 Fluid working groups with role-based 

membership

AV Aided Intelligent Routing for Ad-Hoc Wireless Network in Single-area Theater, D. Gu et Al, 2000 

UAV Intelligent Wireless Network Routing

Challenges:
 Key management and revocation
 Access first, accountability later
 As vulnerable as weakest node?



Cryptography Research, Inc.

13

C r y p t o g r a p h y   R e s e a r c h :    L e a d e r   I n   A d v a n c e d   C r y p t o s y s t e m s ™ 25

Convergence of IT & physical security
Two different (and complementary) mindsets

IT security Physical security
Service oriented Containment oriented
Interoperability focus Proprietary
Role-based permissions Inflexible permissions
Porous boundaries Rigid security boundary
Single point of failure 2-person controls
“Best-effort” logs Robust audit records
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Cloud computing / mesh networking (1/2)

 Shared, dynamically re-allocated resource
 Varying degrees of node/process cooperation
 Examples:

 Inter-agency hosting
 Peer-to-peer network connections
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 Risks from compromised actors
 Resource degradation
 Data extraction 
 System compromise

 Implementation challenges
 NPE credential management
 Redundant partitioning approaches  (crypto)
 Key management by proxy (HSMs)

Cloud computing / mesh networking (2/2)
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BYOD
 Personal IT equipment
 Less controlled (and less secure)

 Risk management in commercial identity systems
 Use multiple identifying elements
 Offers secondary communications channel
 Use as token

 BYOD risk vs. supply chain risk?
 Risk scoring tool or gatekeeping technology?
 Threat vector or authenticable digital personality?
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Conclusion
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Challenges in Identity Management

White House situation room, 1967

Craftsmen Modern engineering Neo-modern

recordkeeping

unique token

binding ID to person

modern ciphers

two-factor

dynamic boundaries

task-based auth.

tamper resistance
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