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Context

= This talk outlines a first-order DPA attack on
ciphers used in counter mode, that works
even if the initial counter value and cipher
output are unknown.

s When input/output are not known, high-order
attacks are traditionally used.

s But this is undesirable (if it can be avoided)
because high-order attacks need more traces...
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Review of Counter Mode

T T+1 T+2
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= Example construction, w/ AES
s O, = enc(K, T+i)

s C=0 0P

w. Assume T, Oi, K are unknown
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DPA Attack example

= Target: AES in counter mode with
unknown input.

= Galois counter mode, len(IV)!=96

= Note: This attack works in general, but AES has
some structural elements that are particularly
helpful.

= Step 0: Collect Measurements
= Monitor encryptions of 217" sequential (T+i).

* attack could use fewer messages too. E.g. 28.

Also, I'm skipping over the fact that you could use an SPA or 1st-order DPA attack to find T value with low
byte(s) equal to 00. The attack I actually implemented assumed I had.

= Record power measurements covering at least the
first four rounds of each encryption.
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DPA attack (review)

= Context for typical DPA attack
(e.g. on AES):

= Known variable X
s Secret constant K
= Intermediate derivative I

m Typlcal DPA Attack:

For many X, measure power P.
= For each K, predict I,.
= Calculate AP/AL.
= Test: abs(AP/AL) >> noise?

= Yes” indicates that a value correlated to I,
is present; suggests that K is correct.
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Analysis (round 1)

= In counter mode the input is T + i,
where T is unknown.

= We want a known input X for the

DPA attack. K1 —F

= Solution: Let i be our known “X'.
= T is secret, so lets rename it 'K1'.

= We can now perform a DPA attack

on this construction:
= I=5[(X+ K1) & K2]
= known X
= guess K1, K2 and predict I
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Round 1 status (graphical)
input [

RK1 2 | 2

SubBytes
Out

Secret Constant Legend

Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.




Round 1 status (graphical)

“K1” values

input
RK1

SubBytes
Out

MixCols
Out

- Secret Constant

- Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.

Legend




DPA attack, round 2

= Round 1 attack yields bytes 15 and 16 of the

round key and corresponding “K1” values.

= Correct S-output bytes 15 and 16.
= SKIP OVER THE REST OF ROUND 1.

= Assume all unknown constant bytes of input and RK1 are ZERO.
= Result: a constant error XORed onto MixCols out!

= In Round 2, input block is then:
= [8 masked bytes] || [8 unknown, constant bytes]

= Masked bytes X’ can be expressed as the XOR of a known
value X and an unknown constant C.

| X’=:X:€)C.
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DPA attack in round 2...

= The unknown C's can be pushed into K's!
« [ = S[X'eK] = S[(XeC)eK] = S[Xe(CeK)] = S[XeK’]

unknczwi‘X,

K \L/




DPA attack in round 2...

= The unknown C's can be pushed into K's!
« [ = S[X'eK] = S[(XeC)eK] = S[Xe(CeK)] = S[XeK’]

unkn(]wi‘)(’ known! \
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DPA attack in round 2...

= The unknown C's can be pushed into K's!
« [ = S[X'eK] = S[(XeC)eK] = S[Xe(CeK)] = S[XeK’]

unkn(]wi‘)(’

K \L/




DPA attack in round 2...

= The unknown C's can be pushed into K's!
« [ = S[X'eK] = S[(XeC)eK] = S[Xe(CeK)] = S[XeK’]

unknown nown! known!
k IA‘X' K X « «

K \L/




Round 2 status (graphical)
input [

RR2 1?2 ?2?2?2?2?]|7?]?

SubBytes
Out

Secret Constant Legend

Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.




Round 2 status (graphical)

input
RK2

SubBytes
Out

MixCols
Out

- Secret Constant

- Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.

Legend




The DPA Attack, round 3

= Round 3 input block is:

= [16 masked bytes]
= Masked bytes X’ can be expressed as the XOR of a known
value X and an unknown constant C.

| X’=:X:€)C.

= As in round 2:
= DPA attack finds rk3’ = rk3eC.

= S output is correct...

= But now we have ALL S-out bytes correct.

= There is no error in the MixCols step... we have
the correct input to round 4.
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Round 3 status (graphical)
input [

RK3[?2?2|?21?2?2|?2|?21?2?2|??2|?21?2|?]|?]"?

SubBytes
Out

Secret Constant Legend

Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.




Round 3 status (graphical)

input
RK3

SubBytes
Out

MixCols
Out

- Secret Constant

- Known value

An unknown variable equal to the XOR or SUM of a known
variable with a secret constant.

Legend




Round 4 status (graphical)
nput [

RKa4 |2 222222222222 ]2]2]">
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Round 4 status (graphical)

= AES-128: DONE.

= Find the master key by running the key
schedule backwards.

s In AES-192 & AES-256, iterate the attack one more round, then get the
master key from rk4 and rk5.
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Conclusions

In counter mode, DPA attack is efficient in
even when counter is not known! High-
Order attack is not needed.

= Cipher A in counter mode can be thought
of as cipher A" with “known input” i.

= enc_A(key = k; input = T+i) is equivalent to
enc_A'(key = {k, T}; input = i).

= If you don‘t know a constant, you can
sometimes ignore it and clean up later —
or fold it into another constant.
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Bonus Topic: Attacking RSA-CRT

= A simple DPA attack on RSA-CRT
involves attacking a modular

multiplication.

« If X is the input, RSA-CRT manipulates X mod P
and X mod Q.

= GCD(X = (X mod P), P*Q) = P.
» Attack goal: find X mod P for some X.

= Attack method:

= Submit X, X+1, X+2, ...
= RSA-CRT uses these (X+i mod P) = (X mod P) + i

= DPA attack by predicting mult. intermediates
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Bonus Topic: Attacking ctr output

= Example: counter mode is being used to

encrypt a constant plaintext.
| (; =:()i69I%
= Assume C, is known.

= Assume you can repeatedly encrypt the plaintext
with different initial counters.

= Attack method:

= Request repeated encryptions of P,.

= DPA attack vs. the cipher output, using C,.
«C,=0,8 P, =0,
= Use C, as the approximation of O,, and roll P, into the key.
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Real attack results...
slides lifted from another deck
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(background: AES overview trace)

duration=1%9. 00 us,
FILEl=cmp \bhins\=00\s0

0 ave,

FILE2=cipibinsi=004200_ad3d, off

Gclklen=64 (223
offl=4 {280

2=1 (28

.21 khz) . avg=2 (140.00

. arg= .00 ns), del=
.00 ns), vscale=496.mV/-496.nV dat=8 (D

Key Schedule (XorBytes?)

0.00 ng), wvscale=19.8mV/f-19. 6mY, scalefactor:

SubBytes
_—

Signal for byte 00 appears in column 1.
Secret byte was found: Ox27

0 {0 ms} *evenodd#
OUBLE

=25 dat=8 (DOUBLE)

MixColumns

bt

\.________/
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Real attack results:

= Initialized counter and key w/ unknown
random values.

= Set low order 16-bits of counter to
0000h. (without loss of generality.)

= Collected 65536 traces over encryptions

of incrementing counter values;
=« 31.8GB compressed to 1.85GB.

= Analyzed traces...
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Attack step 2. Get rkl’

Turation=36-00 s CCIKlen=61 (5500 Khe) - awg=1 (20000 me)—de1=0 (0 ) revenodar
FILEL-S14 ave, offi-0 (0 Rs) , vocaie~196.ni//-196.nV dat=0 (DOUBLE)

MixCols step... SubBytes 3, Y1=3 {0.0001221V), ¥2=-§ (0.000122nV), ¥2-¥1=-11 (0.000122m¥), scalefactor=2.36 dat=# (DOUELE)

KeySched, XOR-bytes Byte 14 value: Ox65

T

Strongest signal
Lots of signal at rougrlwd 2 9

during Col2 mixing g ;pBytes step Byte 15 value: 0x30

ﬂ kl]“ww% J‘H g U‘M : ‘”\"\W“U“ Y o L L L T P TR
. A, Y26 tnuw;, ¥2-¥1=-11 (0.000122n¥), scalefactor=2.56 dat=8 (DDUBLE)|

FILE?=y v15, off?=0, X1=81D, X2=387, (X2-X1)=-423, Yi=5 {0.000;

DPA signal for rkl byte 14 feus e oms -
DPA results graph for bytes 14 & 15, in compact key search form.

Ee
it

= Message format was:
= M =[14 secret, constant bytes] || [2 byte counter]

= And the approximation (setting unknown bytes of M to 0x00):
= M’ = 0x0000000000000000000000000000ccce

= [ first determined the bytes of the key that lined up with the two varying bytes of
the counter.
= Byte 14 of rkl is 0x65.
= Byte 15 of rki is 0x30.

= [ inserted 0x00 for unknown bytes in rkl to get rk1":
= rk1’ = 0x00000000000000000000000000006530
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Attack step 3. Go for rk2’

= Using rk1” and M’ I calculated

the input to round 2 (X').

= DPA attack using X’ gave:
= rk2T0] = 0x30 or 0x45
= rk2’[1] = 0x45 or 0x30
= rk2T2] = Ox1E
= rk2'[3] = Ox9F
= rk2T4] = 0xD1 or 0x50
= rk2'[5] = 0x92
= rk2'[6] = 0x34
= rk2’[7] = 0x50 or 0xD1

= Other bytes of rk2" are
unknown (X' is constant)

Cryptography Research, Inc:

, avy=8, del=—81!
FILEI=y c t

rk2[0] = 30h or 45h

Spurious

rk2[4] = D1h or 50h

il

Correct Crrect
Spurious

=0, vscalerd.

0001220V, scalefactor=H

000122mV /0.
rk2[1] = 30h or 45h

fﬁ;ﬁﬂwﬁ

Spurious

rk2[5] = 92h

—

t

Correct

FILE?=y correct var, off2=§192, vscale=0.00012

#0.000122nV, scalefactq

P T

dat=8 (DOUBLE

( )
rk2[2] = 1Eh

Correct

rk2[6] = 34h

s

h T T
Correct

Spurious

rk2[3] = 9Fh

I LL

Spurious Spurious

rk2[7] = D1h or 50h

i

Correct Cgrrect
Spurious

r=5 dat=8 (DOUBLE}
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Attack step 3a get rk2’

o In puts to S[O] an d S[ 1 ] Key Value for rk2’ test1? | test2?
a re CO rrelated . SO a re 1 | 45301E9FD19234500000000000000000 N Y
inputs to S[4] and S[7].

= The input messages are
Correlated for these bytes. 3 | 30451E9FD19234500000000000000000 Y Y
I
same byte XORed w/
different constants

= BOTH values are correct...
but for different rk2 bytes. bt bbbt kbbb M

= Next step is to determine
which is which.

2 | 45301E9F509234D10000000000000000 N N

4 | 30451E9F509234D10000000000000000 Y N

£ AV0=2, del=(
FILE=yFaph-v1, 0ff1=0, vscale=0.000mV/0.000mY, scalefactor=1 dat=8 (DOUBLE)

= Extra step: determine
byte order (use DPA). / o

Verification step results (compact) for Correct and Incorrect vals.
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Attack step 4

= Pad unknown bytes in rk2" with zeros:
= rk2’=0x30451E9FD19234500000000000000000

= Use rk2’ to predict input to round 3 (i3’), then attack rk3 using i3".

= Result:
= rk3’ = 0x7A610872DESFE299708A89A85DD9914D

,_avg=16, del=-1G384 *cvenoddn
FILE1=y| var, off1=0, vscale=0.000123mV/0.000122r¥, scalefactor=5 dat=8 (DOUBLE)

o

TP MUPAPY YR WO VO W 1 NP0 RPN P LA o

FILE2—y var, off2-16384, vscale—0.0D0122m¥/0.00012 2mv| scalefactor=5 dat—=8 (DOUBLE)
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Attack step 5

= Given fully variable i3" and rk3’, compute
correct inputs to round 4 — and attack rk4.

s Result:
= rkd4 = 0x52438AAD476E016D31EAE1CDAESEOF3D

2 Divds)> 226,.286,.386,.384 hytez free

=10 x|

E:~gcn_devsrun2scmpsgraphdgrep @ md_a* | awk *{ printf "x4s — xB2X~n".%8,. 558
}J

DELTA
DELIA
DELTA
DELTA
DELTA
DELTA
DELT#A
DELTA

T

DELTA
DELTA
DELTA
DELTA
DELTA

COFFSET.
COFFSET.
COFFSET.
COFFSET.
COFFSET.
COFFSET.
COFFSET.
COFFSET,

AR L AFASL @

COFFSET.
COFFSET.
COFFSET.
COFFSET.
COFFSET.

QuUALITY
QUALITY
QUALITY
QUALITY
QUALITY
QUALITY
QUALITY
QuUALITY
QUALITY
QUALITY
QUALITY
QUALITY
QUALITY
QuUALITY
QuUALITY
QUALITY>

>
>
>
>
>
>
>
>
>
>
>
>
>
>
>

663
543
1111
1391
57?5
887
1%
879
399
18792
1887
1643
1399
1143
127
495

8.765
6.9@8¢7
8.877
7.129
8.387
7.547
7?.553
7.868
8.198
6.676
8.514
6.0A88
7.538
6.955
8.5%76
?.762

E:~gcm_devsrun2scmpsgraphd>cat rkda.txt
Bazed on maxdeltas from aves, RK4 would he:
L2438AAD476EBL6D3I1EAE1 CDAEREAF3D
E:“gcm_devsrun2scmpsgraphd >
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Finishing the Attack

= Invert AES key schedule to find the base key...
m rk4 O0x52438AAD476EO016D31EAE1ICDAESEOF3D
m rk3 = 0x156B0676152D8BCO07684E0AO09F64EEFO0
m rk2 = 0xF6C0556800468DB663A96B60E9EOOESOD
m rkl = 0xCC8D5116F686D8DE63EFE6D68A496530

= KEY = 0xCC8D5116F686D8DE63IEFE6D6B8A496530

= Bonus step: find out the input counter value. For any message, take the
data value in round 4 and run the rounds backwards to find the input.
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Conclusions
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CONCLUSIONS (1/2)

= DPA Countermeasures will prevent all of

these attacks

« If the implementation is DPA-secure against chosen
message attacks, then it will be secure when used
in counter mode.

« If it is NOT DPA-secure against chosen message
attacks, then restricting AES input to a counter (i.e.
using GCM) does not significantly increase the

number of messages needed to extract the key.
= This is true even when the initial counter value is not known.

= Surprising result: High-Order attack is not required against
AES/GCM, even if AES input is unknown.
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CONCLUSIONS (2/2)

= There are constructions that
are secure even when the
AES implementation is not
DPA-secure against chosen
message attacks.

= Example:

= Kocher, “"Design and Validation
Strategies for Obtaining
Assurance in Countermeasures
to Power Analysis and Related
Attacks”, 2005
http://www.cryptography.com/r
esources/whitepapers/DPAValid

ation.pdf
= tinyurl: http://tinyurl.com/kSfhe
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_Shared key (K)

G A

Fa Faf e Fa/ e Fa/ (s
Fa Fa

g !
Fad’y

Session key (K,) (Transaction
secured waith K}

Apply F, (bit 0 of His 0)
Apply Fgibit TofHis 1)
Apply Fju(bit2of His 0)
Apply Fu(bit3of His 0)
Apply Fu(bit4 of His 0)
Apply Fg(bit5ofHis 1)

Apply Fgibit 126 of His 1)
Apply F (bit 127 of His 0)
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END

(fin)
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